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The risk of corrosion in electronics is significant due to miniaturization together with factors such as bias voltage, globalization of production, high demands for usage, and the use of multi-material combinations. Both production and user related issues are affecting the overall corrosion reliability of electronic products. Center for Electronic Corrosion (CELCORR) is a consortium project set to tackle such
corrosion and climatic effects. The CELCORR programme is funded by the Danish Ministry of Science, Technology, and Innovation. Industrial partners are; Vestas Wind Systems A/S, Danfoss A/S, Grundfos A/S and GPV Chemitalic A/S. In this way CELCORR is an integrated programme combining research, technology development and innovation in order to improve corrosion reliability of electronics.

Corrosion in electronics

Galvanic corrosion and effect of mechanical wear

Overall size of electronic equipment and therefore the component size has been decreasing at a

Multilayer materials are often used in electronics. A typical example is the ENIG (Electroless Nickel
Immersion Gold) parts on a mobile phone key-pad. Corrosion can happen due to galvanic coupling
between layers. If the top layer of immersion gold is porous it will expose part of the nickel layer
below. The large difference in electrochemical potential between Ni and Au causes corrosion of Ni
while the Au layer acts as powerful cathode. As the corrosion proceeds, pitting of the Ni layer can
expose Cu at deep pit areas.

fast rate. The size of integrated circuits has decreased by a factor of 10 over the last couple of years,
which means that the spacing between the circuit components is ~ 200 nm. For components on a
printed circuit board (PCB), the minimum spacing is around 5 μm, while in the mid-90’s it was 100
μm. The reduction in size and distance between components makes the system more susceptible
to corrosion problems.

In electronic systems, galvanic corrosion
is manifested in many ways. Usually
connectors and switches are made of
multi-layer metallic coatings and corrosion
products formed by galvanic corrosion
will induce high resistance in the circuit.

Water layer or a tiny water droplet
sitting on the surface of a PCB can
generate
microgalvanic
cells
by
electrically connecting two metallic
parts. Potential differences of 1-25
V are commonly seen in electronics.

Process and service related contamination
• Process contamination can result from fluxing and soldering - if such residues dissolve in the
condensed water layer, they will increase the conductivity. This creates a risk of leakage currents on
the PCB under humid conditions.
• Residues introduced during exposure to service environments can be aggressive ions like chlorides,
SO2(g), NO2(g), or other types of chemically aggressive ions. Presence of such substances triggers
corrosion to a large extent under humid conditions.

Cell phone key-pad system investigated with a microelectrochemical setup. Mechanical wear by
scratching causes mixing of layers and therefore increased corrosion rate.

Local residue detection
Industrial standards for residue levels provide a methodology for measuring residues on an entire
PCB. This has a potential danger of measuring a generally low residue level, although local areas
contain high concentration of contaminants. Such issues
have been commonly found during failure analysis. A technique has been developed at DTU, in which residues can be
detected locally on the PCB. The system consists of an electrochemical cell with two platinum wire electrodes. The basic body of the electrode holder is an acrylic aggregate with
holes for fixing electrodes at a distance of 3.5 mm. This facilitates contamination measurements in areas of about 0.30.5 cm2. A constant potential difference of up to 10V can be
applied by use of a potentiostat, while the resulting current is Set-up for leakage current measurements
mounted on microscope stage with a
monitored. The current value measured can be interpreted LCD camera. The two platinum tips are
as the leakage current value that is to be expected on the
PCB in a condensing environment.

The effect of mechanical wear is often seen in electronic switches and contacts. The relative motion between contacting parts due to small amplitude vibration can destroy oxide film
on the contacting surface. Switches in an oscillating movement have experienced an increase
in connection resistivity from 1 milliohm to 1 ohm within a few minutes due to fretting corrosion.

Electrochemical migration
Electrochemical migration (ECM) is a corrosion mechanism that can have a severe impact on an
electronic circuit, and in worst case lead to device failure. ECM occurs when an electrical bias exists
over two metal electrodes which are connected by a conducting media acting as an electrolyte.
• If the media is conducting, dissolution of metal ions can occur at the anode which will then be
transported through the electrolyte to the cathode where they can be reduced to their metallic form.
• At the cathode local variations in the electric field due to inhomogeneities of the surface will make
some places more favourable for reduction of the metal ions than others.
• As metal ions are reduced at such sites, the electric field (being inversely proportional to the
distance) will become even more favourable for further reduction of metal ions. As a result of this,
metal dendrites can grow from the cathode towards the anodes, eventually leading to a short circuit
of the system.

Electrochemical migration of tin across a ceramic chip resistor at different stages. The dendrite forms a conductive
bridge across the terminals, resulting in a dramatic decrease in the component resistance.

Silver sulfide corrosion on Ag conductors after use in sulphur-containing environment.

Humidity
• Exposure to greater than 70% relative humidity during operation of electronics is unusual, except
for humid outdoor exposures. Within this range, several monolayers of water are still present on
clean metal surfaces. Some electronic products are advised to be left turned on so that less water
condenses and hence corrosion rates will be lower than expected from the relative humidity of their
surroundings.
• Dust particle contamination can act as a moisture trapping agent. Formation of water layer is easy
on a dusted surface compared to a clean one. Therefore, corrosion is possible even at relatively low
humidity such as 50-70%.

Leakage current measurements using localized system on clean droplet of water (”Droplet”), fingerprints,
capacitors, resistors and a new PCB before and after rinsing in deionized water. Multiple measurements are
shown as an illustration of the variations encountered when measuring residue levels in electronics.

Contamination from fingerprints showed on average a 100 times increase in leakage current due
to ionic contaminants from human sweat. This clearly shows the damaging effect of finger prints on
a PCB surface and importance of using gloves during the production of PCBs. All the components
(resistors and capacitors) tested did not show a significant level of contamination represented by the
low levels of leakage current. The localized leakage current measurement system can also be used for
failure analysis of corroded PCBs by identifying the levels of contamination at the localized corroded
area. This together with ion chromatographic analysis provides information on the environment and
leakage current that causes the corrosion problem.

However, not all metals can migrate and the exact mechanisms are not fully understood. In order for
ECM to take place all the following parameters must be favoured:
• There must be an electrical bias.
• The thermodynamics of the system must
allow dissolution of soluble metal ions at the
anode.
• There must be a conducting media allowing
transport of the metal ions.
• The thermodynamics of the system must
allow reduction of the metal ions to their
metallic form (or into a compound that is
electrically conducting).
SEM image (BEC Mode) of ceramic chip resistor
after electrochemical migration experiment.

Acknowledgements
Current research has been conducted as part of the CELCORR consortium. Authors would like
to acknowledge the Danish Ministry of Science, Technology and Innovation for funding. Peter
Westermann is acknowledged for local residue investigations. Project partners Danfoss A/S, Grundfos
A/S, Vestas Wind Systems A/S and GPV Chemitalic A/S, Danish Technological Institute and IPU are
acknowledged for their commitment to this project.

